(insert Advisor name/Company name)
 INTERNAL PRIVACY POLICY and PRIVACY BREACH PROCEDURES
[bookmark: _Hlk77087442]Objective
To ensure that:
 
(a) I am following regulatory and self-regulatory requirements regarding Privacy (“Regulations”).
(b)	A client’s Privacy is overseen in a professional manner, in a secure environment and appropriately monitored. 

The Privacy Officer
Person Responsible is < Name>

(1) I, <Advisor Name> am the Privacy Officer and all inquiries/complaints shall be directed to me.
(2) I, <Advisor Name> am hereby designated as responsible for the application of this policy.

My Commitment
My clients are my business.  As an advisor, I trust some of my clients’ most sensitive personal information.  I must respect that trust and need my clients to be aware of my commitment to protect the information they provide while doing business with me.
 
I collect personal information in compliance with applicable laws and ethical business practices, in order to provide services and to conduct business.  I limit the information that I collect to that which it is necessary for, or related to, these purposes.
 
I abide by the Ten Privacy Principles.  The principles are based on the federal government’s privacy legislation, the Personal Information Protection and Electronic Documents Act

1. Accountability: An organization is responsible for personal information under its control and shall designate an individual or individuals who are accountable for the organization's compliance with the following principles. 

2. Identifying Purposes: The purposes for which personal information is collected shall be identified by the organization at or before the time the information is collected. 

3. Consent: The knowledge and consent of the individual are required for the collection, use or disclosure of personal information, except when inappropriate. 

4. Limiting Collection: The collection of personal information shall be limited to that which is necessary for the purposes identified by the organization. Information shall be collected by fair and lawful means. 

5. Limiting Use, Disclosure, and Retention: Personal information shall not be used or disclosed for purposes other than those for which it was collected, except with the consent of the individual or as required by the law. Personal information shall be retained only as long as necessary for fulfillment of those purposes. 

6. Accuracy: Personal information shall be as accurate, complete, and up to date as is necessary for the purposes for which it is to be used. 

7. Safeguards: Personal information shall be protected by security safeguards appropriate to the sensitivity of the information. 

8. Openness: An organization shall make readily available to individuals’ specific information about its policies and practices relating to the management of personal information. 

[bookmark: _Hlk77087477]9. Individual Access: Upon request, an individual shall be informed of the existence, use and disclosure of his or her personal information and shall be given access to that information. An individual shall be able to challenge the accuracy and completeness of the information and have it amended as appropriate. 
10. Challenging Compliance: An individual shall be able to address a challenge concerning compliance with the above principles to the designated individual or individuals for the organization's compliance. 
 
Information Collection and Use
I collect the information required to complete the task for which I am engaged, whether that is insurance, money products or financial plans.
 
Personal information is information that refers to you specifically.  I will use fair and lawful means to collect your personal information.  I will only collect information that is pertinent and consistent with the purposes of the collection.  Whenever practical, I will collect the required information directly from the client, or from their authorized representative(s), in completed applications and forms, through other means of correspondence, such as the telephone, mail or the internet, and through their business dealings with me.  

What I need to know and why
I collect information from my clients and about them, only with their consent, or as required or permitted by law.  In general, I will collect personal information such as their name, address, telephone number(s) or other identifying information, such as their Social Insurance Number (SIN) or date of birth. 

The type of additional information that I gather will depend on the type of product or service involved.  The information gathered may be financial, which would include such information as place of employment, annual income, assets, and liabilities.  It may be investment or advice related, requiring information on such things as your financial goals and retirement plans.  If the client is applying for insurance or group insurance benefits, it may also include health information or lifestyle related information, such as their occupation, travel history and plans, driving record or criminal record.  

Consent
The consent is for me to establish a file and collect and maintain personal, medical & financial information and is to be signed by the client and placed in their file.
 
Protection of Personal Information
As the advisor, I am granted access to client information and must understand the need to keep the information protected and confidential. My procedures clearly communicate that I am to use the information only for the intended purpose(s).
 
If I hire a staff member, he/she will be required to sign a confidentiality agreement upon commencement of employment.
  
Retention of Personal Information
I will only keep client’s personal information in my records for as long as it is needed to fulfill the identified purposes, or as required or permitted by law.  
  
Privacy Choices
Clients may request copies of my privacy policies and procedures at any time.
 
Clients may request access to their information.  I must respond to this request as quickly as possible, but no later than 30 days after the receipt of the request.
 
Clients may withdraw their consent at any time by contacting me as the Privacy Officer.  However, they will be made aware that failure to provide adequate information may prevent me from completing the task for which we were engaged.

Clients may file complaints about my privacy procedures as well as a breach in my privacy policy.  Complaints should be received in writing and forwarded to the Privacy Officer.  The Privacy Officer will contact the client and obtain all the details.  The Privacy Officer will then review the circumstances of the complaint and determine if there is reason to alter the existing privacy policy. Insurance carriers should be notified of any complaint involving their clients/products.

Exception to client access  
Organizations must refuse individual access to personal information:
 
· if it would reveal personal information about another individual unless there is consent or a life-threatening situation
· if the organization has disclosed information to a government institution for law enforcement or national security reasons.  Upon request, the government institution may instruct the organization to refuse access or not to reveal that the information has been released.  The organization must refuse the request and notify the Privacy Commissioner.  The organization cannot inform the individual of the disclosure to the government institution, or that the institution was notified of the request, or that the Privacy Commissioner was notified of the refusal.
 
Organizations may refuse access to personal information if the information falls under one of the following:
· solicitor-client privilege
· confidential commercial information
· disclosure could harm an individual’s life or security
· it was collected without the individual’s knowledge or consent to ensure its availability and accuracy, and the collection was required to investigate a breach of an agreement or contravention of a federal or provincial law (the Privacy Commissioner must be notified)
· it was generated during a formal dispute resolution process.
 
Physical Security
· Our office is protected by locks and an alarm system.
· No one has access to the office other than authorized staff.
· Client information is maintained on-site in client files that are locked in a cabinet.  
· Desks are cleared and files locked up at the end of each day.
· Documents containing client information that is no longer required are destroyed using the recommended cross shredder.
· When a client ceases to be a client, we will hold the file for a period of 15 years before being destroyed by shredding
· We always ensure that personal information is released to the policy holder only – spouses cannot obtain information on each other’s policies.

Electronic Security
· Client information is maintained in on-site databases and in databases with approved secure third-party systems. 
· Our computers are password protected; passwords are changed regularly.
· Blackberries are password protected; the passwords are changed regularly.
· Computers are always locked in the trunk when traveling. 

Third Parties
· Client information is not shared with any third party without the express consent of clients. 

Privacy Breach
· Should we become aware of a privacy breach, we will review our privacy policy and amend as required.  
· If necessary, the affected client/s will be notified as well as the insurance carrier.
· If necessary, we will notify our E&O insurance carrier

Advisor Staff
· All staff are aware of our need to protect personal information
· All staff have signed a Confidentiality Agreement
· Staff will not discuss business in public outside the office



All staff and advisors have reviewed the safeguards put in place in our office and confirm they understand the importance of protecting our client’s personal information.


Dated on ______________, 2025 in __________________, <Province>.



_____________________ ____________________________________________ 
Name		



If anyone has any questions with regards to the information contained within this policy, please contact:

 	__________________
(Privacy Officer)



Sample - Checklist for Office Safeguards
(Individual/Corporate Advisor Offices)

Below is a list of safeguards you can implement in your office.  This checklist can be customized to fit your office needs.  

· Employees to read and acknowledge in writing that they understand and will abide by the privacy policy
· All staff are required to sign a confidentiality agreement
· Privacy disclaims on all e-mail, faxes etc.
· All confidential materials to be removed from view (during lunch, breaks, end of day)
· No information in view of public, on desks
· No discussion of client files outside the office
· Computers/Laptops to be secured when unattended
· All computers/laptops to be password protected
· No sharing of passwords
· All file cabinets to be locked 
· All wastepaper containing personal information be shredded
· Any person, client or broker, must identify themselves by a broker code, SIN #, DOB, etc. to confirm identity
· No sharing of client information with unauthorized parties
· Fax Machine to be set up to keep faxes in memory when office is closed
· Office is locked and alarms set when no staff present or on weekends
· All privacy related client complaints to be referred to Privacy Officer 
· Empty shredding file daily
· Lock shredding bin
· Certificates of Destruction are received for shredded material
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PRIVACY BREACH PROCEDURES



____________________________
(Advisor/Company Name)




Contact Information

_______________________
(Privacy Officer) 

_________________________
(Address)

_________________________
(Telephone #)

_________________________
(Fax #)

                            ___________________________
(Email address)


At (Company Name), we have a responsibility for the safekeeping and protection of personal information that we collect and retain on our employees & clients.  
Part of our responsibility is to document and report any privacy violations/breaches of such personal information. 

What is a breach?
[bookmark: _Hlk77088991]A privacy breach occurs when there is unauthorized access to or collection, use, or disclosure of personal information (PI).  Such activity is “unauthorized” if it occurs in contravention of applicable privacy legislation, such as Personal Information Protection and Electronic Documents Act (PIPEDA), or similar provincial privacy legislation. Some of the most common privacy breaches happen when personal information about customers, patients, clients, or employees is stolen, lost, used inappropriately or mistakenly disclosed (e.g., a computer containing personal information is stolen or personal information is mistakenly emailed to the wrong people). A privacy breach may also be a consequence of a faulty business procedure or operational breakdown.  

Four Key Steps in Responding to a Privacy Breach 
There are four key steps to consider when responding to a breach or a suspected breach: (1) breach containment and preliminary assessment; (2) evaluation of the risks associated with the breach; (3) notification; and (4) prevention.   The first three steps must be undertaken as soon as possible following the breach. The fourth step provides recommendations for longer-term solutions and prevention strategies. 

Step 1: Breach Containment and Preliminary Assessment 
If you discover a privacy breach has occurred or is occurring, notify your organization’s Privacy Officer or the individual with that responsibility immediately.  The Privacy Officer may take prompt action to contain or limit the breach.  Actions that may be required when a breach becomes apparent include:

· Immediately contain the breach (e.g., stop the unauthorized practice, recover the records, shut down the system that was breached, revoke or change computer access codes or correct weaknesses in physical or electronic security).
· Designate an appropriate individual to lead the initial investigation. This individual should have an appropriate scope within the organization to conduct the initial investigation and make initial recommendations. If necessary, a more detailed investigation may subsequently be required.
· Determine the need to assemble a team which could include representatives from appropriate parts of the business, or third parties as required.
· Determine who needs to be made aware of the incident internally, and potentially externally, at this preliminary stage. Escalate internally as appropriate, including informing the person within your organization responsible for privacy compliance.
· If the breach appears to involve theft or other criminal activity, notify the police.
· Do not compromise the ability to investigate the breach. Be careful not to destroy evidence that may be valuable in determining the cause or allow you to take appropriate corrective action.

Step 2: Evaluation of the Risks Associates with the Breach 	
To determine what other steps are immediately necessary, the Privacy Officer will assess the risks associated with the breach.  The following factors in assessing the level of risk associated with the breach include: 

1. Personal Information Involved
· What data elements have been breached?
· How sensitive is the information? Generally, the more sensitive the information, the higher the risk of harm to individuals. Some personal information is more sensitive than others (e.g., health information, government-issued pieces of identification such as social insurance numbers, driver’s license and health care numbers, and financial account numbers such as credit or debit card numbers that could be used in combination for identity theft). A combination of personal information is typically more sensitive than a single piece of personal information. However, sensitivity alone is not the only criteria in assessing the risk, as foreseeable harm to the individual is also important. What is the context of the personal information involved?  For example, a list of customers on a newspaper carrier’s route may not be sensitive. However, the same information about customers who have requested service interruption while on vacation may be more sensitive. Similarly, publicly available information such as that found in a public telephone directory may be less sensitive. Is the personal information adequately encrypted, anonymized or otherwise not easily accessible?
· How can personal information be used? Can the information be used for fraudulent or otherwise harmful purposes? The combination of certain types of sensitive personal information along with name, address and date of birth suggest a higher risk due to the potential for identity theft.

An assessment of the type of personal information involved will help you determine how to respond to the breach, who should be informed, including the appropriate privacy regulator(s), and what form of notification to the individuals affected, if any, is appropriate.

2. Cause and Extent of the breach
· To the extent possible, determine the cause of the breach.
· Is there a risk of ongoing breaches or further exposure of the information?
· What was the extent of the unauthorized access to or collection, use or disclosure of personal information, including the number and nature of likely recipients and the risk of further access, use or disclosure, including via mass media or online?
· Was the information lost or was it stolen? If it was stolen, can it be determined whether the information was the target of the theft or not?
· Has the personal information been recovered?
· What steps have already been taken to mitigate the harm?
· Is this a systemic problem or an isolated incident?

3. Individuals Affected by the Breach 
· How is many individuals’ personal information affected by the breach?
· Who is affected by the breach: employees, contractors, public, clients, service providers, other organizations?

4. What harm to the individuals will result from the breach? 
· In assessing the possibility of foreseeable harm from the breach, have you considered the reasonable expectations of the individuals? For example, many people would consider a list of magazine subscribers to a niche publication to be potentially more harmful than a list of subscribers to a national newspaper.
· Who is the recipient of the information? Is there any relationship between the unauthorized recipients and the data subject? For example, was the disclosure to an unknown party or to a party suspected of being involved in a criminal activity where there is a potential risk of misuse? Or was the recipient a trusted, known entity or person that would reasonably be expected to return the information without disclosing or using it?
· What harm to the individuals could result from the breach? Examples include:
· security risk (e.g., physical safety);
· identity theft.
· financial loss.
· loss of business or employment opportunities; or
· humiliation, damage to reputation or relationships.
· What harm could result from the breach? Examples include:
· loss of trust in the organization.
· loss of assets.
· financial exposure; or
· legal proceedings (i.e., class action suits).
· What harm could come to the public as a result of the notification of the breach? The harm that could result from includes:
· the risk to public health; or
· the risk to public safety.


Step 3: Notification 
Under Canadian privacy law, should a privacy breach cause a real risk of significant harm (or risk of serious injury if Quebec residents), individuals affected must be notified.  The real risk of significant harm or risk of serious injury must be determined based on an assessment of the sensitivity of the personal information involved in the breach and the probability the personal information has been/is/will be misused. Significant harm or serious injury includes identity theft, financial loss, negative effects to credit score or credit record, loss of employment, loss of business or professional opportunities, damage to reputation or relationships, humiliation, loss or damage to property, and bodily harm.  Once the situation has been evaluated for risk, the Privacy Officer will work to determine which type of notification may be necessary.



When to Notify, How to Notify, and Who Should Notify 

At this stage, the Privacy Officer should have as complete a set of facts as possible in order to determine whether to notify individuals and the applicable privacy regulator. 

When to notify: Notification of individuals affected by the breach should occur as soon as reasonably possible following assessment and evaluation of the breach. However, if law enforcement authorities are involved, check with those authorities whether notification should be delayed ensuring that the investigation is not compromised.

How to notify: The preferred method of notification is direct – by phone, letter, email or in person – to affected individuals. Indirect notification – website information, posted notices, media – should generally only occur where direct notification could cause further harm or the contact information for affected individuals is not known. Using multiple methods of notification in certain cases may be appropriate. You should also consider whether the method of notification might increase the risk of harm (e.g., by alerting the person who stole the laptop of the value of the information on the computer).

Who should notify: Typically, the organization that has a direct relationship with the customer, client or employee should notify the affected individuals, including when the breach occurs at a third-party service provider that has been contracted to maintain or process the personal information. However, there may be circumstances where notification by a third party is more appropriate. For example, in the event of a breach by a retail merchant of credit card information, the credit card issuer may be involved in providing the notice since the merchant may not have the necessary contact information.

Content of Notification
The content of notification will vary depending on the breach and the methods of notification chosen.  The notification must contain enough information to allow the individual to understand the significance of the breach to them and to take steps to mitigate that harm.  The notification should include the following information:
· date(s) of breach or time period over which it occurred.
· description of the breach.
· description of the personal information that is subject of the breach.
· description of the steps taken to reduce the risk of harm that could result from this breach.
· description of the steps affected individuals can take to avoid or reduce the risk of harm that could result from the breach or to mitigate the harm.
· contact information within the Agency that the affected individual can contact who will answer questions or provide further information.
· That individuals have a right to complain to the Office of the Information and Privacy Commissioner or the applicable provincial privacy regulatory authority, and contact information for the privacy regulator.


Notifying Third Parties
Depending on the breach, a notification may also need to be made to people other than the individuals whose personal information may have been compromised.  It may be necessary to contact the police, insurers, technology suppliers, professionals or regulatory bodies, credit card companies, financial institutions, credit reporting agencies or the applicable privacy regulatory authority, depending on the situation. It may also be prudent to contact other organizations or government institutions to help mitigate the harm caused by the breach. 

The Privacy Officer MUST inform the applicable privacy regulatory authority if the breach poses a real risk of significant harm or risk of serious injury.  


Step 4: Prevention 
Once the immediate steps are taken to mitigate the risks associated with the breach, the Privacy Officer will investigate the cause of the breach and consider whether to develop a prevention plan. 
The level of effort should reflect the significance of the breach and whether it was a systematic breach or an isolated instance. This plan may include the following: 
· a security audit of both physical and technical security.
· a review of policies and procedures and any changes to reflect the lessons learned from the investigation and regularly after that (e.g., security policies, record retention, and collection policies, etc.);
· a review of employee training practices; and
· a review of service delivery partners (e.g., dealers, retailers, etc.).
The resulting plan may include a requirement for an audit at the end of the process to ensure that the prevention has been fully implemented. 


Record Keeping
Records must be kept of ALL breaches, even if it has been determined there is no real risk of significant harm and will be kept for a minimum of two years (5 years for incidents occurring in Quebec) for review by the applicable privacy regulatory authority if requested.
Records should include, at a minimum:

· Date(s) or estimated date(s) of breach
· Description of the circumstances of the breach
· Nature of the information involved in the breach
· Whether or not the breach was reported to the privacy commissioner or other that were notified
· If not reported to the privacy commissioner, there is a brief explanation as to why it was determined that there was no real risk of significant harm.
· The Quebec Commission d'accès à l'information requires that the information be retained in a registry.


Information Resources: 
Detailed information on all your privacy obligations can be found at the www.priv.gc.ca. 
You should also familiarize yourself with the provincial privacy commissioner website if you are licensed in a province where a provincial privacy commissioner is present. 
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